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Abstract

GQS is a set of computer programs for factoring “large” inte-

gers. It is based on multiple polynomial quadratic sieve. The

current version, 3.0, can factor a 82-decimal-digit integer in a

PC with AMD 1.8G Hz processor and 512 MB main memory

in one day. The largest number I have factored using GQS is

RSA-130, a 130-digit integer. This was done in three PC clus-

ters, two of which has 16 nodes and the other has 64 nodes.

In this talk I will describe how the GQS is implemented and

my experience in using GQS.



Theory of Quadratic Sieve

Quadratic sieve is an “efficient” algorithm for factoring integers up

to about 120 decimal digits.

Let n be the integer to be factored. The algorithm first finds a pair

of congruent squares

x2 ≡ y2 (mod n).

Suppose that

x 6≡ ±y (mod n)

Then gcd(n, x− y) and gcd(n, x + y) are the non-trivial factor of n.
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For example, 1892 ≡ 502 (mod 33221), gcd(33221,189−50) = 139

and gcd(33221,189 + 50) = 239 are two factors of 332221.



Theory of Quadratic Sieve

Assume that n is a product of two different primes.

x2 ≡ y2 (mod n) ⇒ x2 − y2 ≡ 0 (mod n) ⇒ n | (x− y)(x + y)

x 6≡ ±y (mod n) ⇒ n 6 | (x− y) and n 6 | (x + y)

Thus, x − y and x + y each contains only one factor of n, but not

both.

Therefore, gcd(n, x− y) and gcd(n, x + y) are non-trivial factors of n.
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Find Congruent Squares

First, find a set of integers whose square modulo n are b-smooth:

S = {x | every prime factor of x2 mod n is bounded by b}.

Let P = {p | p is prime and p ≤ b}.

We then compute a set of S such that the residue x2
i mod n of each

xi ∈ S can be factored by using the primes in P .

x2
i mod n =

s∏
j=1

p
ei,j
j .
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The next step is to find a subset T of S such that

∏
xi∈T

x2
i mod n =

∏
xi∈T

 s∏
j=1

p
ei,j
j

 =
s∏

j=1

p
cj
j ,

in which each cj =
∑

xi∈T

ei,j is even.

If |S| > |P |, then there exists a subset T ⊂ S satisfying the the above

conditions.

After T is computed, we can then find two congruent squares ∏
xi∈T

xi

2

≡

 s∏
j=1

p
cj/2
j

2

(mod n).

4



Find b-Smooth Integers — Simple Method

for i = 1,2, . . . do

xi = b
√

nc+ i

r = x2
i mod n

for j = 1,2, . . . , s do

ei,j = 0

while (pj | r) {ei,j = ei,j + 1; r = r/pj;}

if (r = 1) then x2
i mod n =

s∏
j=1

p
ei,j
j
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An Example

Let n = 33221 and B = {2,3,5,7}. Consider xi =
[√

33221
]
+ i =

182 + i. The followings is a list of xi’s whose square modulo n can

be factoed by primes in B.
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(189)2 ≡ 2500 ≡ (2)2(5)4

(378)2 ≡ 10000 ≡ (2)4(5)4

(409)2 ≡ 1176 ≡ (2)3(3)1(7)2

(567)2 ≡ 22500 ≡ (2)2(3)2(5)4

(682)2 ≡ 30 ≡ (2)1(3)1(5)1

(802)2 ≡ 12005 ≡ (5)1(7)4

(818)2 ≡ 4704 ≡ (2)5(3)1(7)2

(835)2 ≡ 32805 ≡ (3)8(5)1

(845)2 ≡ 16384 ≡ (2)14

(983)2 ≡ 2880 ≡ (2)6(3)2(5)1

(1169)2 ≡ 4500 ≡ (2)2(3)2(5)3
...



An Example: Factoring

1892 ≡ 2254

1892 ≡ 2254 ≡ 502

1892 − 502 ≡ 0 mod 33221

(189− 50)(189 + 50) ≡ 0 mod 33221

(139)(239) = k(33221)

33221 = 139× 239
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8022 ≡ 5174

8352 ≡ 3851

(802 · 835)2 ≡ (34 · 5 · 72)2

(669670)2 ≡ (19845)2

(5250)2 ≡ (19845)2

(5250− 19845)(5250 + 19845) = k · 33221

(−14595)(20595) = k · 33221

(−14595,33221) = 139

(20595,33221) = 239
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4092 ≡ 233172

6822 ≡ 213151

8352 ≡ 3851

(409 · 682 · 835)2 ≡ (22 · 35 · 5 · 7)2

(232913230)2 ≡ (34020)2

(799)2 ≡ (799)2
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Implementation of GQS 3.0

1. The program computes a multiplier k, and try to factor kn, instead

of n. The speed of the computation can be 3 times faster by

selecting a proper value of k.

2. The factor basis P is chosen as the set of the first s primes p such

that n is a quadratic residue modulo p.

3. The set S is computed by sieving with multiple polynomials.

4. The set T is computed by Gaussian elimination over Z/2Z.

5. In addition to the fully factored xi’s (r = 1), those xi’s with 1, 2,

or even 3 large primes (1 < r < pm), are also collected, where pm

is the upper bound for the primes.
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Relations

We shall call each xi together with their prime factors a relation,

x2
i mod n =

s∏
j=1

p
ei,j
j .

Both fully factored and partially factored relations are collected.

A partially factored relation contains some primes which are not in
the factor basis P .

A relation can be transformed into a normalized form in which each
ei,j is either 0 or 1.

This is done by multiplying (p
−bei,j/2c
j )2 to both sides of the relation.
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Six Programs in GQS

gqsinit determines the size s of the factor basis P , the value of the

multiplier k, and the length m of the sieve interval.

It can also generate a number n, which is a product of two random

primes, to be factored for testing the factoring programs.

gqssieve computes a set of numbers S whose square modulo kn is

“ps-smooth”.

It is the program that runs most of the time.

The program gqssieve is designed to be able to continue its com-

putation from the last time it was interrupted.

It can also be run in parallel in one machine with multiple CPU’s

or in different machines, such as a PC cluster.

12



gqsmerge combines all the relations computed by gqssieve. It also

merges all the large primes in partially factored relations into the

factor basis.

gqscycle eliminates useless relations.

A relation is useless if it has a prime p with odd power but no

other relations have it.

gqsreduce reduces the size of the factor basis.

This is an effective way to reduce the size of the system of linear

equations need to be solved in the factoring.

gqsfactor computes a subset of relations T , and then computes two

congruent squares x and y, and finally compute the factors of n.



Implementation of gqssieve

GQS SIEVE 3.0 uses multiple pairs of polynomials (f(x), g(x)) for

sieving.

Each pair of polynomials f(x) and g(x) must satisfy the following

conditions.

1. f(x) is a square,

2. f(x) 6= g(x) but f(x) ≡ g(x) (mod n).

3. The value of g(x) should be small in the sieve interval [−m, m].
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In the simple method given above,

f(x) =
(
x + b

√
nc
)2

,

g(x) = x2 + 2b
√

nc+ (b
√

nc)2 − kn.

The problem of using one pair of polynomials is that when x gets

large, g(x) will also be large, and large integers are unlikely to be

smooth.

For example, it takes one week to factor a 43-digit integer in a PC.

14



Generation of the Polynomials

Let

h(x) = (ax + b)2 = a2x2 + 2abx + b2,

g(x) = ax2 + 2bx + c,

a · g(x) = a2x2 + 2abx + ac.

If b2 ≡ ac (mod n) then h(x) ≡ a · g(x) (mod n).

Assume that a is a square, a ≡ d2 (mod n).

Let f(x) = (ax + b)2(d−1)2 =
(
ad−1x + bd−1

)2
.

Then f(x) ≡ g(x) (mod n).
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Generation of “good” Polynomials

1. minimize sup |g(x)| over [−m, m], or

2. minimize
∫ m

−m
|g(x)| dx, or

3. minimize
∫ m

−m
g2(x) dx,

subject to b2 − ac = kn (Note that b2 ≡ ac (mod n).)

The optimal solution is

a =

√
2

2

√
kn/m, b = 0, c = −

√
2

4
m
√

kn.
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Compute d ≈
√√

kn/2/m, such that d is prime,
(

kn

d

)
= 1.

Let a = d2.

Find b such that b2 ≡ kn (mod a).

b2 − kn ≡ 0 (mod a) ⇒ b2 − kn = ca ⇒ c =
b2 − kn

a
.

g(x) = ax2 + 2bx + c

Since b2 − ac = kn, f(x) ≡ g(x) (mod n).
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Compute b

Compute h = (kn)(d+1)/4, that is, h2 = kn (mod d).

Compute v = (2h)−1
(

kn− h2

d

)
mod d.

Compute b = h + vd mod d2.

b2 ≡ h2 + 2hvd + v2d2 ≡ kn (mod d2)
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Theorem. Let p be a prime and f(x) be a polynomial with integer

coefficients. If f(a) ≡ 0 (mod pi) and f ′(a) 6≡ 0 (mod p), then

there exists a unique t so that f(a + tpi) ≡ 0 (mod pi+1).

By the above theorem, we can “lift” a solution to a higher power by

solving a linear congruent equation

f ′(a)t ≡ −
f(a)

pi
(mod p).
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Let r be a solution to x2 ≡ w (mod pi), and f(x) = x2 − w.

We need to solve a linear equation to lift the solution to x2 ≡ w

(mod pi+1).

2rt ≡ −
r2 − w

pi
(mod p).

If (2r, p) = 1, then t = −
r2 − w

pi
(2r)−1 (mod p).
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Sieve

Problem: Find k such that g(k) is smooth.

If pα | g(x) then pα | g(x + jpα) for any integer j.

In GQS, sieve is done by

1. initializing an array w[−m..m] to 0, and

2. add
⌊
α log(pj) + 0.5

⌋
to w[x] iff pα

j | g(x).

Ideally, we should do the sieve for all primes p ∈ P for all α such that

pα < b.
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However, for α > 1, GQS only do this for small set of p to reduce the

computational time.



The following table shows the process of sieve.
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2 3 5 7 4 9
g(−m) v
g(−m + 1) v v v
g(−m + 2) v v
g(−m + 3) v
g(−m + 4) v v
g(−m + 5)
g(−m + 6) v v v
g(−m + 7) v
g(−m + 8) v
g(−m + 9)
g(−m + 10) v v v v v
g(−m + 11) v
g(−m + 12) v
g(−m + 13) v
g(−m + 14) v v
g(−m + 15)
...
g(m) v v v



Trial Division

Trial division is applied to test the smoothness of each g(k) when

w[k] >

log
m
√

kn/2

pt
s

 ,

where t is the threshold value.

If t ≤ 2 then most relations will be fully factored.

If t > 2, then relations may not be fully factored, but the partial

factorization may also be useful.
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Parallel Sieve

Sieve is very easy to be parallelized.

Let each process i do the sieve with the polynomial g(x) = ax2+bx+c

in which a is within a given interval [li, ri].

Our experience shows that sieve is almost k times faster by using k

computers.
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Check Point and Restart

It usually take a long time to do the sieve when the number to be

factored is large.

Checkpoint and restart are very easy to implement.

Save the value of a, and the program can start from there.
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Implementation of gqsfactor

GQS FACTOR 3.0 use Gaussian elimination to find linear dependency

after enough relations are found, and then factor n.

Each relation xi in S is mapped to a vector vi in (Z/2Z)s:

xi =
s∏

j=1

p
ei,j
j 7→ vi = (ei,1, ei,2, . . . , ei,s).
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n = 33221, B = {2,3,5,7}

(409)2 ≡ 1176 ≡ (2)3(3)1(7)2 (1,1,0,0)
(567)2 ≡ 22500 ≡ (2)2(3)2(5)4 (0,0,0,0)
(682)2 ≡ 30 ≡ (2)1(3)1(5)1 (1,1,1,0)
(802)2 ≡ 12005 ≡ (5)1(7)4 (0,0,1,0)
(818)2 ≡ 4704 ≡ (2)5(3)1(7)2 (1,1,0,0)
(835)2 ≡ 32805 ≡ (3)8(5)1 (0,0,1,0)
(845)2 ≡ 16384 ≡ (2)14 (0,0,0,0)
(983)2 ≡ 2880 ≡ (2)6(3)2(5)1 (0,0,1,0)
(1169)2 ≡ 4500 ≡ (2)2(3)2(5)3 (0,0,1,0)
(1223)2 ≡ 784 ≡ (2)4(7)2 (0,0,0,0)
(1227)2 ≡ 10584 ≡ (2)3(3)3(7)2 (1,1,0,0)
(1327)2 ≡ 216 ≡ (2)3(3)3 (1,1,0,0)
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Assume that more than |P | = s relations have been collected. These

vectors cannot be linear independent.

Example of dependence:

(409)2 ≡ 1176 ≡ (2)3(3)1(7)2 (1,1,0,0)
(682)2 ≡ 30 ≡ (2)1(3)1(5)1 (1,1,1,0)
(835)2 ≡ 32805 ≡ (3)8(5)1 (0,0,1,0)
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Assume that there are t relations, t > s. A linear dependency can be

found by solving the following equation for δi.

δ1v1 + δ2v2 + · · ·+ δtvt = 0.

This is equivalent to solving a system of linear equation

Aδ = 0.

where

A =


v1
v2
...
vt


T

.

After Gaussian elimination, every column after s yields a solution.

29



We can also let

A =


v1
v2
...
vt

∣∣∣∣∣∣∣∣∣ I
 ,

where I is a t× t identity matrix.

After Gaussian elimination, any zero-row in the first s elements yields

a solution.
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Performance of GQS 3.0

I have factored an 82-digit integer in one day by a PC with AMD
1.8G Hz CPU and 512 MB memory.

I have also factored an 85-digit integer in 3 days in the same computer.

I have successfully factored a 110-digit integer. This was done in a
PC cluster with about 50 available nodes. It took about a week to do
the sieving. The merging of relations and the factoring took about a
few hours.

Before the factoing of RSA-130, the largest number I have factored
is an 115-digit integer. This is done in the same PC cluster in about
three weeks.
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Estimated Time for Factoring Integers Using GQS
in a PC

logn 50 60 70 80 90
time 0.01 h 0.16 h 2 h 22 h 210 h

logn 100 110 120 130
time 80 d 600 d 4400 d 31000 d

Our experience shows that the estimation is quite close to the actual

time required for factoring integers up to 115 digits.
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Another Way to Generate the Polynomials

Let n be the integer to be factored, m be the length of the sieve

interval. Let

a ≈
√

n/2 /m,

b2 ≡ n (mod a), 0 < b <
a

2
,

c =
b2 − kn

a
.

Let

f(x) = (ax + b)2, (1)

g(x) = ax2 + 2bx + c. (2)
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f(x) = a2x2 + 2abx + b2, (3)

a · g(x) = a2x2 + 2abx + ac. (4)

The difference of the above two equations, (4)− (3), is

b2 − ac = kn.

Therefore,

f(x) ≡ a · g(x) (mod n).

If a is a product of primes in the factor basis P , then we can sieve

the polynomial g without inverting a.
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1. Find a set of primes powers whose product is a “good” approxi-

mation to
√

n/2 /m.

2. Solve f(x) = ax2 + 2bx + c ≡ 0 (mod pα) efficiently.

The advantage is that many values of b can be found for one value

of a, and the next value of b can be computed by a small amount of

work from the previous one.

Our experience shows that for factoring integers up to 90 digits, the

new method is about 20

For integers larger than 100 digits, the method is not much faster

then the old method.
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This is due to the time for finding a good approximation to
√

n/2 /m

become too large to be ignored.



The Challenges for Factoring Large Integers

For very large n, the factor basis P will be very large in order to find

relations efficiently.

n 50 60 70 80 90
|P | 3000 4000 7000 15000 30000

n 100 110 120 130
|P | 51000 120000 245000 525000

In addition to sieving, the space and the time required to solve the

system of linear equations will be the obstacles for factoring large

integers.
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Reduction of the Linear System

The technique used by GQS for solving large system of equations is
to eliminate a subset of primes each time.

Let Q ⊆ P be a subset of primes in the extended factor basis.

Do the Guassian elimination with respect to the primes in Q only.

This will not only reduce the space in the Guassian elimination, it will
also reduce the computational time.

Our experience shows that when the matrix is still space, each round
takes only 15 to 30 minutes. However, when the density of the matrix
gets large, it takes a long time to finish.
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(409)2 ≡ 1176 ≡ (2)3(3)1(7)2 (1,1,0,0)
(567)2 ≡ 22500 ≡ (2)2(3)2(5)4 (0,0,0,0)
(682)2 ≡ 30 ≡ (2)1(3)1(5)1 (1,1,1,0)
(802)2 ≡ 12005 ≡ (5)1(7)4 (0,0,1,0)
(818)2 ≡ 4704 ≡ (2)5(3)1(7)2 (1,1,0,0)
(835)2 ≡ 32805 ≡ (3)8(5)1 (0,0,1,0)
(845)2 ≡ 16384 ≡ (2)14 (0,0,0,0)
(983)2 ≡ 2880 ≡ (2)6(3)2(5)1 (0,0,1,0)
(1169)2 ≡ 4500 ≡ (2)2(3)2(5)3 (0,0,1,0)
(1223)2 ≡ 784 ≡ (2)4(7)2 (0,0,0,0)
(1227)2 ≡ 10584 ≡ (2)3(3)3(7)2 (1,1,0,0)
(1327)2 ≡ 216 ≡ (2)3(3)3 (1,1,0,0)
(1364)2 ≡ 120 ≡ (2)3(3)1(5)1 (1,1,1,0)
(1568)2 ≡ 270 ≡ (2)1(3)3(5)1 (1,1,1,0)
(1589)2 ≡ 125 ≡ (5)3 (0,0,1,0)
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In the factoring of the 115-digit integer, 192561 primes were used, and

more than 1230000 relations had been collected. After elimination of

useless relations, more then 480000 relations remain. The size of the

final set of primes is about 450000.

The factorization is done by reducing 20000 primes at a time, until

80000 primes remain. Then gqsfactor was used to do the factoring.
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The factoring of RSA-130

The final goal of our project is to factor the RSA-130, a 130-digit

integer.

We do this in three main steps.

1. parameter selection

2. sieving

3. factoring
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Parameter Selection

Parameter selection was done in October 2004.

We need to decide

1. p, the size of the factor basis,

2. l, the length of the sieve interval,

For each p = 400000,500000,600000,700000,800000, and for each

l = 20000000,30000000,40000000,50000000,60000000, 768 poly-

nomials are used to test the running time required and the relations

obtained.
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We try to find the values of p and l with largest yield,

s/(t · p),

where s is the relations obtained, t is the time required to do the 768

polynomials.

The values of s/(t·p) are in the range [0.92602×10−6,4.34876×10−6].

Finally, we found that p = 750000 and l = 30000000 are the most

efficient parameters, the value of s/(t · p) = 4.34876× 10−6.



Sieve

Sieve was done in three sets of PC clusters.

1. NCKU:

(a) Model: PC made by a vender,

(b) CPU: AMD XP, 1.4G Hz,

(c) Memory: server 2G B, others: 1G B,

(d) Disk: 20G B,

(e) Number of nodes: 16 + server.

2. NCHC:

(a) Model: IBM x335,
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(b) CPU: 2 Intel Xeon, 2.8G Hz,

(c) Memory: 2G B,

(d) Disk: 60G B,

(e) Number of nodes: 150 + server, but only 16 nodes were ded-

icated to our project, each node has 2 CPU’s.

3. NSYSU:

(a) Model: IBM A50 PC,

(b) CPU: Intel Pentium 4, 2.8G Hz,

(c) Memory: 256M B,

(d) Disk: 80 GB,

(e) Number of nodes: 64.



Performance of the Sieve

NCKU NCHC NSYSU
Sieve started 2003/11/04 2004/02/02 2004/05/22
Sieve stopped 2004/07/27 2004/07/27 2004/07/25

Relations collected 1183652 1724298 2003123
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Factoring

We started to collected relations and tried to find useful relations in

June 2004.

On 2004/07/21, we found 1562743 useful relations with only 1556603

primes in these relations. The factoring process starts on 2004/07/21

at the National Super Computer Center.

On 2004/07/27, another factoring process started with 1738864 use-

ful relations in which only 1659478 primes in these relations, and a

new factoring process starts on 2004/08/12 at the National Sun Yat-

Sen University’s computer center.
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First successful factoring ended on 2004/10/03 at the National Sun

Yat-Sen university’s computer center.

Partial elimination technique to gradually reduce the size of the factor

basis. At each run 10000 primes are eliminated.

For the first 1200000 primes, each run takes about 15 to 30 minutes.

When the size of the factor basis was reduced to 400000, each run

takes about 24 hours.

Parallel processing were used to reduce the size of the factor basis

from 300000 down to 40000,
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From 300000 down to 100000, each run takes about 1 to 2 day.

From 100000 down to 40000, each run takes about 6 hours in a 55

node PC cluster.

The final run takes less than 1.5 hours, and the factors of RSA-130

were found at the first solution set.
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